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New Hire Interconnection

Integration security and the protection of information are of the highest priority. To support
organization integration, USA Staffing incorporates the following:

e Secure Connection. All integration communication will be HTTPS over TLS. The USA Staffing
Program Office and the HR Tools and Technology team will work with each integration partner
to ensure the appropriate version is utilized.

e |P Address Validation. For each JWT request generated from USAS, the IP address is validated
against the Authenticate Token to verify the message as authentically being from an approved
Organization Partner. Each Organization authorized (Partner) will have a defined TCP/IP range of
addresses which are considered valid. For communication to occur through the New Hire
Interconnection, the combination of IP address and JWT must be valid.

JSON Web Token (JWT)

JSON Web Token (JWT) is an open standard (RFC 7519) that defines a compact and self-contained way
for securely transmitting information between parties as a JSON object. This information can be verified
and trusted because it is digitally signed. JWTs can be signed using a secret (with the HMAC algorithm)
or a public/private key pair using RSA.

Because of their smaller size, JWTs can be sent through a URL, POST parameter, or inside an HTTP
header. Additionally, the smaller size means transmission is fast. The payload contains all the required
information about the user, avoiding the need to query the database more than once.

The benefits of JWT when compared to Simple Web Tokens (SWT) and Security Assertion Markup
Language Tokens (SAML).

As JSON is less verbose than XML, when it is encoded its size is also smaller, making JWT more compact
than SAML. This makes JWT a good choice to be passed in HTML and HTTP environments.

Security-wise, SWT can only be symmetrically signed by a shared secret using the HMAC algorithm.
However, JWT and SAML tokens can use a public/private key pair in the form of a X.509 certificate for
signing. Signing XML with XML Digital Signature without introducing obscure security holes is very
difficult when compared to the simplicity of signing JSON.


https://tools.ietf.org/html/rfc7519

Comeparison of the length of an encoded JWT and an encoded SAML

© 08 Busonvenoans i x|

€ = C [ jwio =
Encoded PASTE & TOREN HERE Decoded DT THE RAVLOWD AND SECRET (OMLY HIZ5E SLPPORTED)
HEADER: ALGORITHN & TOKEN TYPE
eyJhbGei0iJIVzZITNIIsInRScCI6IkpXVCJY . ey
JzdWIi0iIxMjMBNTY30DkwIiwibmFtZSI6Ikpva { -

3 & "alg": 'HS2SE",
GAgRGI1TiwiYWRtaWdiOnRydWV9, TIVAISOrM7E “typ*s SJWT"
2cBab38RMHrHDCETxjoYZgeFONFh7HGQ b

BAYLOAD: DATA
{
"1234567898°,
“nome" : "John Doe",
“admin: true
1
| VERIFY SIGNATURE
HMACSHAZS6(
basebsUrlEncode(header) + *." +
burﬁ_GUrlEm:nnu (payl_uudl v
secret
) “secret basetd encoded
£
ai=
SAML ENCODED PASIEATEMERLESE SAML DECODED & Pretity (nol editable)  Expand
Pt Ol IBVbANIHRIBGS 23XMbD e |
: P UroasismamesSAML ID="_BZIcai
o 3 <samlbssusr
BWTX, A L0 4 tuy
5 wsamblssoo
ELyShck 3 “ramipStatis
Wyl vhipA " 7 “samipStaesCode Values"umaastsnames e SAML2.0 statug
o 4 & samipStatur>
i i g 9 <samlfsserton
INIZX] 10 xmins: sami="umoasis:names 1. SAML -2 Crassertion” Yersion="
TWRIZTOIER OnNOY AR 11 et o, Al sy
] 'COYWiscD) Qe MP Jo 2 <Signature
DIV XNpCZ Y Wi M 3 NSt wiiew3.0ng/ 2000009 xmidsig e
' Q3R L) <Signodiifor
WrYVEIVaZy 93Nl VIBINDYWSOPSHMD 2 i R PR o
EOLTEwL TECVDEOD My DIE3LIIMVOIP)xr YW Ok 2c3Vic| SlermaBhWF 7 “Reforonca URF"S_BVKTLTIFILkaCuWErAbrFODGEED)
CWdpdCSl ih208L ! YRR 1w <Translarmgs |
f b i AT 7t 19 Traeh g
2y ! W WNORSS 20 <Transform Al
11 <Transharms>
MEFs22 % 22 <O o
# i 23 <Dig 3 F——
Inl 4 24 “IReferences
YZUGVV PS> Iy 25 </Sigredinfo>
HWNRIOY N IGHEF 3NeadBVH, it 26 <Sigpnatevales1Fgp ") g
SAML INFO




Authentication code sample
namespace AgencySample.Controllers
public class AwthenticationController : dpiComtroller

private const string Secret = "BES6FECBA3EOGS19CBDDDBCEOBBEERSS3";
public HttpResponseMessage Post([FromBody]JObject value)
{
var response = Kequest.Createlesponse(HttpitatusCode. Forbidden);
string content = "";
if {walue.GetValue(“userMame").Value<string>(}).Tolpper{} == "testlame".Tolpper(} E&
walue.GetValue("password” ). Value<string>(} == "Pssword! ™)
{

response = Request.CreateResponse(HttpitatusCode.OK);
Jabject jwtTeken = new J0Object{);
jwtToken. Add("token”, getlwtToken{value.GetValue("userdame”).Valua<string>({}))};
content = jwtToken.ToString();
}
response.Content = new Stringfontent{comtent, Encoding.UTFE, "application/json"};
return response;

i

private string getlwtToken({string userMams)

{
var key = Convert.FromBasesdString{Secret);
wvar tokenHandler = new JwtSecurityTokenHandler{};
wvar tokenDescriptor = new SecurityTokenDescriptor

Subject = new ClaimsIdentity({new[]

new Claim{ClaimTypes.Name, userlame})

e
Expires = DateTime.MNow.AddMinutes (Convert.Telnt32{680}],
SigningCredentials = new SigningCredentialsi(new SymmetricSecurityEey(key), Securitydlgorithms.Hmacsha2SeSignature)
b

wvar desc = tokenHandler.CreateToken(tokenDescriptor);

return tokenHandler.WriteToken{desc);

I

public static bool ValidateToken(string token)
{

return true;



Sample Data from USA Staffing Onboarding

{FirstName":"5cott”,"MiddleMame":"Thomas","LastName":"Godman", "Suffix”; null,"SocialSecurityMumb
er":"000000255","PositionTitle":"Interconnection Test
Subject”,"PayPlan”:"G5","Series":"0351","DutyLocationCity":"Perry”, "DutyLocationState " "Georgia","Gra
de”:"12","PhoneMurmber™:"4789557776", "DatecfBirth™:"04,/03/1974"}
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Expression: tmpRec

Value:
Search 2 -
4 [JSON]
Gender: ™
FirstMame: "Scott”
MiddleName: "Thomas®
LastMame: "Godman”
Suffi **
SocialSecurityMumber: 000000999
PasitionTitle: "Interconnection Test Subject
PayPlan: "G5
Series: "0391°
DutylocationCity: "Perry”
Dutylocation5tate: "Georgia®
Grade: "12°
PhoneMumber: "4789557776"
DateofBirth: "04/03/1974"




JSON Web Token Process

Browser

1. POST /users/login with username and password

3. Returns the JWT to the Browser

4. Sends the JWT on the Authorization Header

6. Sends response to the client

Server

2. Creates a JWT
with a secret

5. Check JWT signature.
Get user information
from the JWT
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