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Authentication and Data Samples for 

New Hire Interconnection 
 

Integration security and the protection of information are of the highest priority. To support 
organization integration, USA Staffing incorporates the following:   

• Secure Connection. All integration communication will be HTTPS over TLS. The USA Staffing 
Program Office and the HR Tools and Technology team will work with each integration partner 
to ensure the appropriate version is utilized.  

• IP Address Validation. For each JWT request generated from USAS, the IP address is validated 
against the Authenticate Token to verify the message as authentically being from an approved 
Organization Partner. Each Organization authorized (Partner) will have a defined TCP/IP range of 
addresses which are considered valid. For communication to occur through the New Hire 
Interconnection, the combination of IP address and JWT must be valid.  

 

JSON Web Token (JWT) 
JSON Web Token (JWT) is an open standard (RFC 7519) that defines a compact and self-contained way 
for securely transmitting information between parties as a JSON object. This information can be verified 
and trusted because it is digitally signed. JWTs can be signed using a secret (with the HMAC algorithm) 
or a public/private key pair using RSA. 

Because of their smaller size, JWTs can be sent through a URL, POST parameter, or inside an HTTP 
header. Additionally, the smaller size means transmission is fast. The payload contains all the required 
information about the user, avoiding the need to query the database more than once. 

The benefits of JWT when compared to Simple Web Tokens (SWT) and Security Assertion Markup 
Language Tokens (SAML). 

As JSON is less verbose than XML, when it is encoded its size is also smaller, making JWT more compact 
than SAML. This makes JWT a good choice to be passed in HTML and HTTP environments. 

Security-wise, SWT can only be symmetrically signed by a shared secret using the HMAC algorithm. 
However, JWT and SAML tokens can use a public/private key pair in the form of a X.509 certificate for 
signing. Signing XML with XML Digital Signature without introducing obscure security holes is very 
difficult when compared to the simplicity of signing JSON. 

 

 

https://tools.ietf.org/html/rfc7519
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Comparison of the length of an encoded JWT and an encoded SAML 
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Authentication code sample 

 

 

  



4 
 

Sample Data from USA Staffing Onboarding 
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JSON Web Token Process 
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