USA Staffing’

Associating your Smart Card (PIV/CAC) Authentication Certificate with USA Staffing

USA Staffing has incorporated Federal Personal Identity Verification (PIV) smartcard credentials login to comply with the Office of Management and Budget M-11-11
Memorandum. To register a Smart Card in USA Staffing, users must have valid and current Smart Card and a USA Staffing account.

New Users: Existing Users:
New USA Staffing users must first activate their USA Staffing account to Please choose your browser below for specific instructions regarding the
access the system. registration of your Smart Card.

Microsoft Edge

Google Chrome




Registering your Smart Card - Microsoft Edge

1. Onthe Login page, select Smart Card.

USA Staffing’

USA Staffing® is an Official U.S. Govemment System for authorized use
only. Unauthorized use of this system or the information on this system
‘could result in criminal prosecution.

Signing info USA Staffing® indicates you have read and accepted the Log In
Full Terms and Conditions of Use and you consent o security testing
and monitoring.

Full Terms and Conditions of Use

USA Staffing® is 2 U.S. Govemment information system fo be used by
authorized users only. Information from his: system resides on computer
‘systems funded by the government.

Smart Card

Select the authentication certificate when prompted.
The data and documents on this system include Federal records that contain
sensitive information protected by various Federal stalutes, including the
Privacy Act, 5 U.5.C. § 5522

Users may only process, store o fransmit USA Stafing® Personally
Identifiable: Information (PH) using govemment fumished equipment (GFE)
such as laplops, lablets, or a virlual desklop infrastructure that is accessed

using a PIVICAC smaricard or RSA loken fumished by the Govemment. | don't have a Smart Card
All access or use of this system constitules user understanding and Use this option if you have a temporary Smart Card or your agency does not issue Smart
acceplance of these terms and constitutes unconditional consent fo review, cards

monitor, record, audi, and take action by all authorized govemment and law
enforcement personnel

Unauthorized user afiempts or acks 10 (1) access, view, upload, change, or
delete information on this system, (2) modiy this system, (3} deny access to
this system, (4) acorue resources for unauthorized use, or (5) ofherwise
misuse this system are strictly prohibited. Such atempis or acls are subject
1o action that may resultin criminal, civi, or administrative: penalties.

2. Onthe Select a certificate for authentication popup, your certificate(s) will be displayed. Please select your Certificate and click Certificate

information to see your Smart Card certificate information.

>< a  Cemficate -

Select a certificate for authentication —

Site signin.usastaffing.govid43 needs your credentials:

R Certificate Informaltion

COREY HURST This certificate is mtended for the following purpose(s):

Entrust * Proves your ienbity to a remote computer
vuthentication - COREY HURST *2.16.840.1.100.3.2.1.3.13
AUnenticaticn < « Senart Card Logan

TF272020 +1.3.6.1.52.3.4

*1.36 1557321

COREY HURST
=

- Issued to:  COREY HURST
CATFUST

c P s Y]

_ :, T Issued by: Entrust Managed Services 557 CA

Valed from 7/2/2020 to 9172022

Issuer Statement

Certificate information “ Cancel [Il




3. The Authentication certificate will have a long policy number ending in a value of .668, .12, or .13 Note: The certificate ending in .7 is NOT the

correct certificate - this is the digital signing certificate. You cannot login with this one.

Click OK.
On the correct certificate, select OK.

Enter your Smart Card pin.

S

Click OK.

Note: If you previously selected the wrong certificate, you would need to clear your browser cache or close your browser completely before trying again.
See, Clearing your cache or temporary internet files.

8. Onthe Register your Smart Card screen, enter the email address associated with your USA Staffing account. Once your email address has been

entered, select Request Link.

USA Staffing’

USA Staffing® is an Official U.S. Govemment System for authorized use
only. Unauthorized use of this system or the information on this system
‘could result in criminal prosecution.

Signing info USA Staffing® indicates you have read and accepted the
Full Terms and Conditions of Use and you consent fo securily testing
and monitoring.

Full Terms and Conditions of Use Register your Smart Card

USA Staffing® is a U.S. Govemmenl information system fo be used by

authorized users only. Information from this system resides on computer Enter your USA Staffing email address below to request an activation link.
systems funded by the government.

‘The data and documents on this system include Federal records that contain
sensitive information protected by various Federal stahules, including the Email Address
Privacy A, 5 U.5.C. § 52a.

Users may only process, store or fransmit USA Stafing® Personally
Identifiable: Information (PH) using govemment fumished equipment (GFE)
such as laplops, tablels, or a viriual deskiop infrasiructure that is accessed
using a PIVICAC smaricard or RSA token fumished by the Govemment.

Al access or use of this system constitules user understanding and
acceptance of these temrs and constitules unconditional consent 1o review,
monitor, record, audit, and take ackion by all auhorized government and law
enforcement personnel.

Unauthorized user atiempis or acts fo (1) access, view, upload, change, or ——
delete information on this sysiem, (2) modify this system, (3) deny access fo Request Link ‘ Cancel
this system, (4) accrue resources for unauthorized use, o (5) ofherwise -

misuse this System are siriclly prohibited. Such atiempts or acts are subject
1o action that may result in criminal, civil, or administralive penaities.



https://help.usastaffing.gov/USAS/index.php?title=Clearing_your_cache_or_temporary_internet_files

9. Ifthe email address provided matches a USA Staffing account, an activation link will be sent. Upon receipt of email, click the activation link to

complete your Smart Card Registration.

Activation Link to Register Smart Card

@ usastaffingoffice@opm.gov

This message was sent to you because you reguested an account activation link.

Click the link below to activate your account. This link will expire in 24 hours.
https://signin.stage.usastaffing.gov/Account/ConfirmEmail?RegistrationID=51366d3f-9e5a-4a5e-a0d3-c8e163b30f34&Email=1

If you are unable to open this link, follow these instructions to activate your account:

1. Copy the following text.

signin.stage.usastaffing.gov/Account/ConfirmEmail ?Registration|D=51366d3f-9e5a-4a5e-a0d3-c8e163b30f34&Email=1
2. Open a new browser window.

3. Paste the copied text into the browser's address bar.

Mote: This is an automated email message. Please do not reply directly to this message.

Usa staffing® System

Note: If the email address provided does not match a USA Staffing account, you will not receive an activation link. Contact your Office Administrator
to verify the email address associated with your USA Staffing account.

10. Once your Smart Card has been registered, you will receive the following message. Click Return to Login.

USA Staffing’

USA Staffing® is an Official U.S. Government System for authorized use
only. Unauthorized use of this system or the information on this system
could result in criminal prosecution.

Signing into USA Staffing® indicates you have read and accepted the
Full Terms and Conditions of Use and you consent fo security testing
and monitoring.

Full Terms and Conditions of Use

USA Staling® i 8 US. D D Your Smart Card has been successfully registered.

authorized users only. Information from this system resides on computer
systems funded by the government. You can now log inte USA Staffing with your Smart Card.
The data and documents on this system indlude Federal records that contain

sensitive: information protected by various Federal stafules, including the
Privacy A, 5U.S.C. § 522

Users may only process, store or fransmit USA Staffing® Personally
Identifiable: Information (PIl) using govemment fumished equipment (GFE)
such as laptops, tablets, or a virtual desklop infrastructure thal is accessed
using a PIVICAC smaricard or RSA token fumished by the Government.

All access or use of this system constitules user understanding and
acceplance of these lemrs and conslilules unconditional consent fo review,
monitor, record, aud, and take action by all aulhorized government and kaw
enforcement personnel.

Unauthorized user allempts or acts o (1) access, view, upload, change, or

delele information on this system, (2) modify this system, (3) deny access lo
this system, (4) accrue resources for unauthorized use, or (5) othenwise Retum to Login
misuse this system are sirictly prohibiled. Such atlempls or acts are subject B

10 action that may resul in criminal, civil, or administrative penalties.




Registering your Smart Card - Google Chrome

1. Onthe Login page, select Smart Card.

USA Staffing’

an Official U.S. Government System for authorized use
only. Unauthorized use of this system or the information on this system
could result in criminal prosecution.

Signing into USA Staffing® indicates you have read and accepted the
Full Terms and Conditions of Use and you consent o security testing
and monitoring.

Full Terms and Conditions of Use

USA Stafling® is a U.S. Govemmert information system fo be used by
authorized users only. Information from this system resides on computer Smart Card
systems funded by the govemment.

Select the authentication certificate when prompted.
The data and documents on this system include Federal records that contain
sensilive information protected by various Federal statutes, including the
Privacy Act, 5 US.C. § 552a.

Users may only process, slore or ransmil USA Stafing® Personally
Identifiable Information (PH) using govemment fumished equipment (GFE)
blets, or a virlual desklop infrastructure that is accessed

smartcard or RSA loken fumished by he Govemnment. I don't have a Smart Card

use of this system conslitutes user understanding and Use this option if you have a temparary Smart Card or your agency does not issue Smart
acceptance of these terms and constitutes unconditional consent fo review, Cards.
monitor, record, audit, and take action by all authorized govemment and law
enforcement personnel.

Unauthorized user attempis or acts to (1) access, view, upload, change, or
delete information on this syslem, (2) medify this system, (3) deny access to
this system, (4) accrue resources for unauthorized use, or (5) olherwise
misuse this system are striclly prohibited. Such atlempls or acls are subject
fo action that may resultin criminal, civil, or administrative penalties.

2. Onthe Select a certificate popup, select the Certificate Information to show the properties of the highlighted certificate.

x ificate Details

Select a certificate

General Details Certification Path

Select a certificate to authenticate yourself to signin.usastaffing.gow:443

Subject Issuer Serial ~f Certificate Information

COREY HURST A089A614 - - — -
This certificate is intended for the following purpose(s):

COREY HURST Entrust 49594613 | 2,16.840.1.101.3.2.1.3.13 |
apphicaton polices

Issued to: COREY HURST

Certificate information “ Cancel
Issued by: Entrust Managed Services S5P CA

Valid from 3/7/2017 to 9/56/2020

'1? You have a private key that corresponds to this certificate.

Install Certificate... Issuer Statement




© N o u &

The Authentication certificate will have a long policy number ending in a value of .668, .12, or .13

Note: The certificate ending in . 7 is NOT the correct certificate - this is the digital signing certificate. You cannot login with this one.

Click OK.

On the correct certificate, select OK.

Enter your Smart Card pin.

Click OK.

On the Register your Smart Card screen, enter the email address associated with your USA Staffing account. Once your email address has been

entered, select Request Link.

USA Staffing’

USA Staffing® is an Official U.S. Government System for authorized use
only. Unauthorized use of this system or the information on this system
could result in criminal pre ion.

Signing into USA Staffing® indicates you have read and accepted the
Full Terms and Conditions of Use and you consent fo security testing
and monitoring.

Full Terms and Conditions of Use Register your Smart Card

USA Stafling® is a U.S. Govemment information system fo be used by
authorized users only. Information from this sysiem resides on computer Enter your USA Staffing email address below to request an activation link
Systems funded by the govemment.

The data and documents on this system include Federal records that contain
sensilive information protected by various Federal stalules, inciuding the Email Address
Privacy Act, 5US.C. § 52a.

Users may only process, store or fransmit USA Stafing® Personally
Identifiable Information (PH) using govemment fumished equipment (GFE)
such as laplops, tablels, or a virtual desklop infrastructure thal is accessed
using a PIVICAC smaricard or RSA token fumished by the Government

Al access or use of this system consfitutes user understanding and
acceptance of these terms and constitutes uncondiional consent fo review,
monitor, record, audt, and take action by all aulhorized government and law
enforcement personnel.

Unawthorized user aflempts or acts to (1) access, view, upload, change, or R
delete information on this system, (2) modify this system, (3) deny access fo Request Link ‘ Cancel
this system, (4) accrue resources for unauthorized use, or (5) olherwise —

misuse this system are striclly prohibiled. Such aflempts or acts are subject
o action that may result in criminal, civil, or adminisirative penalfics




9. Ifthe email address provided matches a USA Staffing account, an activation link will be sent. Upon receipt of email, click the activation link to

complete your Smart Card Registration.

Activation Link to Register Smart Card

@ usastaffingoffice@opm.gov

This message was sent to you because you reguested an account activation link.

Click the link below to activate your account. This link will expire in 24 hours.
https://signin.stage.usastaffing. sov/Account/ConfirmEmail?RegistrationlD=51366d3f-9e5a-4a5e-a0d3-c8e163b30f34&Email=1

If you are unable to open this link, follow these instructions to activate your account:

1. Copy the following text.

signin.stage.usastaffing.gov/Account/ConfirmEmail PRegistration|D=51366d3f-9e53-4a5e-a0d3-c8e163h30f34&Email=1
2. Open a new browser window.

3. Paste the copied text into the browser's address bar.

Note: This is an automated email message. Please do not reply directly to this message.

USA Staffing® System

Note: If the email address provided does not match a USA Staffing account, you will not receive an activation link. Contact your Office Administrator
to verify the email address associated with your USA Staffing account.

10. Once your Smart Card has been registered, you will receive the following message. Click Return to Login.

USA Staffing®

USA Staffing® is an Official U.S. Govemnment System for authorized use
only. Unauthorized use of this system or the information on this system
could result in criminal prosecution.

Signing into USA Staffing® indicates you have read and accepted the
Full Terms and Conditions of Use and you consent to security testing
and monitoring.

Full Terms and Conditions of Use

USA Stafing® & 8 US. D SR A —— Your Smart Card has been successfully registered.

authorized users only. Information from this system resides on computer
systems funded by the govemment. You can now log into USA Staffing with your Smart Card,
The daa and documents on this system include Federal records that contain
sensilive information protecied by various Federal statues, including the
Privacy Adt, 5 U.S.C. § 522

Users may only process, store or fransmit USA Stafing® Personally
Mdentifiable Information (PIl) using govemment fumished equipment (GFE)
such as laplops, fablets, or a virlual desklop infrastructure hal is accessed
using a PIVICAC smaricard or RSA token fumished by the Govemment.

All access or use of this system constitutes user understanding and
acceptance of these temrs and constilutes unconditional consent to review,
monilor, record, audit, and take action by all aulhorized government and law

enforcement personnel

Unauthorized user allempls or acts fo (1) access, view, upload, change, or
delete information on this system, (2) modify this syslem, (3) deny access fo

this system, (4) accrue resources for unauthorized use, or (5) otherwise Retum 1o Login
misuse this Syslem are strictly prohibited. Such aflempls or acts are subject -

o action that may result in criminal, civil, o administrative penalties.




Note: If you previously selected the wrong certificate, you would need to clear your browser cache or close your browser completely before trying again.
See, Clearing your cache or temporary internet files.

If you need additional assistance, see Submitting a help ticket when you cannot log in.


https://help.usastaffing.gov/USAS/index.php?title=Clearing_your_cache_or_temporary_internet_files
https://help.usastaffing.gov/USAS/index.php?title=Submitting_a_help_ticket_when_you_cannot_log_in

